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1. Introduction and Definitions

7. Useful Links

UK Safer Internet Centre
NSPCC Online Safety
CEOP Education
Internet Matters

Online gaming refers to any video game played over the internet, including console, PC, and
mobile platforms. These often include:

Multiplayer environments (e.g. open worlds, team-based games)

Live chat functions (voice /text)

In-game economies (purchases, trading, “skins”)

Cross-platform play (students interacting with unknown players globally)

Online gaming platforms range from high tech, open world games such as Fortnite or World of
Warcraft, aimed at older players, to lower resolution games such as Roblox or Minecraft aimed

at younger children. New games are constantly being developed and released.

6. Final Thoughts

emerge.

Online gaming is now a central part of how young people
socialise, relax, and form identity, particularly in a boarding
environment where digital spaces often replace face-to-face
contact outside school hours. The concern is not the games
themselves, but the unregulated interactions, anonymity, and
blurred boundaries between public and private communication
that sit within them. This is a rapidly evolving area. Platforms,
features, and risks change quickly, but the underlying principles
remain stable: protect relationships, maintain boundaries, and act
on concerns. If those foundations are in place, staff are well
equipped to respond to whatever new platforms or trends

Gaming
platforms and

Emerging
Threats

5. Red Flags to Watch For

Behavioural changes:
Withdrawal from usual friendships or activities
Excessive tiredness (late-night gaming)

Online-related indicators:

Secretive behaviour about devices or accounts
Multiple accounts or usernames

Receiving gifts, credits, or money from
unknown sources

Safeguarding concerns:

Talking about “online friends” they've never
met.

Sexualised language or knowledge beyond age
expectations

Sudden strong views or language linked to
extremist or harmful ideologies.

Financial signs:

Unexpected spending or requests for money.
Trading or selling in-game items for real cash.

2. Scope of the Issues & Relevance to Our Setting

Online gaming is now one of the primary social spaces for young people,
especially boarders who may rely on it to maintain friendships or
unwind.

Key risks include:

e Grooming and exploitation: Predators using chat functions to
build trust over time.

e Radicalisation or harmful ideologies shared in unmoderated
spaces.

e Financial exploitation: Pressure to make in-game purchases or
scams involving virtual items.

e Addiction and sleep disruption, especially in boarding
environments with less direct supervision overnight.

e Toxic behaviour: bullying, harassment, misogyny, or hate
speech.

Why this matters in our school:

¢ Students have extended unsupervised time, particularly borders

e Peer culture around gaming can normalize risky behaviour

e International students may connect with unknown global
networks

Emotional volatility linked to gaming outcomes.
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4. Other widely used games with notable risks:

These are also common among school-age children and appear in threat monitoring reports:
Among Us

Chat-based deception gameplay — can normalise lying /manipulation dynamics.
Open lobbies with strangers

Brawl Stars

In-app purchases and peer pressure

Exposure to unknown players

Apex Legends

Team-based voice chat with strangers

Competitive toxicity

Valorant and Overwatch 2

High levels of toxic communication and harassment

Voice chat risks

Animal Crossing: New Horizons

Generally lower risk, but still includes online visiting and messaging features.

These titles have all been identified in cybersecurity analyses as frequent targets for scams,
phishing, or harmful interactions affecting young players.

3. High-use platforms with well-documented safeguarding concerns

Roblox: Extremely widely used by children (particularly under 13)
Key risks:

e Grooming via chat and “roleplay” games

e Exposure to inappropriate or sexualised user-created content

e Movement of conversations to other platforms (e.g. Snapchat, Discord)
Research has found children can interact with adults and encounter harmful
content despite safety controls. Often considered highest-risk due to user-
generated worlds + social interaction

Fortnite: Massive global player base; social “hangout” space as much as a game
Key risks:

e Voice chat with strangers (often unmoderated)

e Pressure around in-game purchases (“skins”)

e Exposure to toxic or abusive behaviour
Identified as a “critical risk” platform in UK safeguarding guidance due to social
and financial pressures.

Minecraft (especially multiplayer servers): Creative, widely used in schools and
at home.
Key risks:

e Private servers with little moderation

e Chat-based grooming or bullying

e Links to external platforms (Discord communities)

e Frequently targeted by scams and malicious downloads aimed at

children.



https://saferinternet.org.uk/?utm_source=chatgpt.com
https://www.nspcc.org.uk/keeping-children-safe/online-safety/
https://www.ceopeducation.co.uk/
https://www.internetmatters.org/
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